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“The cloud” refers to servers that are accessed over the Internet, and the
software and databases that run on those servers. Cloud servers are located in
data centers all over the world. By using cloud computing, users and
companies don't have to manage physical servers themselves or run software
applications on their own machines.

Cloud data centers will process

A 94% of workloads in 2021

The main goal of cloud technology is
to allow customers to run software on D
any device without having to maintain
the required physical hardware and
necessary trained specialists.

]
-

Additionally, cloud is traditionally

offered via a subscription model that
already includes licensing, upgrades,
maintenance and support expenses.

Cloud ERPs are complete business management solutions that run on a
vendor’s cloud platform rather than an on-premises network. This type of ERP
can be accessed from anywhere with an internet connection. As with any other
type of cloud technology, such ERPs help companies cut costs, automate
upgrades and easily integrate a variety of other solutions.


https://www.cisco.com/c/dam/assets/sol/sp/gci/global-cloud-index-infographic.html?CAMPAIGN=GCI+Feb+2018&COUNTRY_SITE=us&POSITION=Press+Release&REFERRING_SITE=PR&CREATIVE=PR+to+GCI+infographic

With more and more companies opting for cloud, the worldwide end-user
spending on public cloud services is forecast to grow by 18.4% in 2021,
according to Gartner, Inc. This shift to the cloud has been accelerated by the
COVID-19 crisis, with the cloud projected to make up 14.2% of the total global
enterprise IT spending market in 2024, up from 9.1% in 2020.?

What's more, almost all of the respondents to the 2020 Gartner Cloud End-User
Buying Behavior Survey indicated that their organization plans to maintain or
increase IT spending on cloud computing in the next 12 months.

96 %

The percentage of

Fortune 500
companies using The percentage of

Microsoft cloud. organizations already
using cloud which

plan to increase their
cloud spending. ?

The as-a-service
market share of
all enterprise-
software revenues.


https://www.gartner.com/en/newsroom/press-releases/2020-11-17-gartner-forecasts-worldwide-public-cloud-end-user-spending-to-grow-18-percent-in-2021

Technology & Trends

Total Cost of Ownership

Tech giants such as Microsoft have continuously focused their efforts on cloud
technology, going as far as phasing out on-premises based applications.

One of the main reasons Software-as-a-Service is the primary delivery model
comes from the total cost of ownership (TCO) of a cloud solution: it is reduced
by 10.25%, while deployment costs are 30 to 50 percent cheaper than with
on-prem solutions.?
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How does a SaaS ERP

solution work?
Types of Cloud computing
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Cloud technology allows companies to store and access data and applications
over the Internet. Via cloud, businesses use their desired software without
buying the required hardware, licenses or paying for upgrades and support. It
is a subscription-based model that eliminates pricey initial investments. As a
result, customers only pay for what they really use.

4 types of cloud computing*

Public Cloud — The most common type of cloud computing deployment.
Resources like servers and storage, software or other infrastructure are owned
and operated by a third-party cloud provider. In a public cloud, companies
share the same hardware, storage, and network devices.

Private Cloud - Private clouds are used exclusively by one business or
organization. The cloud can be hosted in the company's own data center or at
a third-party location, but the services and infrastructure are always
maintained on a private network.

Hybrid Cloud - Hybrid clouds combine on-premises infrastructure — or a
private cloud — with a public cloud. Hybrid clouds allow data and apps to
move between the two environments.

Multi-cloud — A multi-cloud strategy involves the use of multiple clouds from
external vendors. Multi-cloud deployment can be hybrid deployment and vice
versa.


https://azure.microsoft.com/en-us/overview/what-are-private-public-hybrid-clouds/

How does a SaaS ERP

solution work?

Types of Cloud Services
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data center networking, systems management and  applications
storage development tools

laaS (Infrastructure as a Service) - This model provides hardware
infrastructure as a service. Businesses can use their own software applications
and only rent the hardware storage space, servers and connections hosted by
the cloud provider, as well as the accompanying maintenance, updates and
support.

PaaS (Platform as a Service) - The PaaS provider hosts both the hardware
and software tools on their own infrastructure and provides an environment
for application development that users can rent.

SaaS (Software as a Service) - Under the SaaS model, organizations rent the
software and end-users access it via the Internet. The vendor hosts the
software, maintains it and performs regular updates and patch management.
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How does a SaaS ERP

solution work?

SaaS ERP Solution Benefits
[ ]

Almost every enterprise (84%), which
uses a cloud, has a multi-cloud strategy.

Meaning, they use more than one public or private cloud.>

In the end, SaaS ERP brings a variety of benefits that on-prem software
doesn’t provide:

* Reduced upfront costs

» Cloud and artificial intelligence (Al) for better analytics performance
= Easy and quick means of deployment

* Immediate access to latest features and updates

= Flexibility in changes of scale and rollouts

= Better Remote Work Collaboration.


https://hostingtribunal.com/blog/cloud-computing-statistics/#gref
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Cloud
ERP
Cost Cost
Low upfront cost and predictable Upfront cost is higher, making it
cost over time an investment that can pay off
) over time
Security
Data security is the vendor's Security

responsibility Data security is the user’s
L responsibility
Customization

Offers stability and continuous Customization

updates from vendor, but doesn't Offers customization options

offer much customization )
Implementation

Implementation Implementation can take longer,

Typically takes less time to especially if there are many
implement customizations®

There are significant differences between cloud ERPs and on-premise ERPs
that mostly pertain to the cost, security, customization options and
implementation. Unlike cloud ERPs, which are offered through a subscription-
based model, on-prem solutions require an upfront payment for the
software, hardware, services, etc. Though any software should be regarded as
a long-term investment, this initial cost is a potential drawback.

Security-wise, on-prem and cloud ERPs cannot be more different. The much-
esteemed privacy of an on-prem solution comes with a price tag. With an
on-premise solution, the software, hardware, maintenance, and related costs
are all the responsibility of the customer. At the same time, the security of a
cloud solution is in the hands of the vendor which is considered not ideal
from some organizations.


https://www.softwareadvice.com/resources/cloud-erp-vs-on-premise/#:~:text=Deployment%20and%20pricing%20of%20cloud,on%2Dpremise%20ERP&text=Cloud%2Dbased%20software%2C%20also%20known,company's%20own%20computers%20and%20servers

As with any other kind of software, the customizability of the ERP is
considered an important feature. Cloud based ERP solutions still offer a
multitude of options for customization (both existing add-ons, smaller apps
or the more classic on-demand development), but typically imposes some
limitations as compared to same product in on-premises installation.

The implementation of an on-prem solution can be a lengthy and arduous
process. This is mainly a question of how many customizations will need to be
developed additionally — the more, the longer the implementation. Cloud
solutions, on the other hand, come with a lower implementation time frame —
mainly due to the larger number of off-the-shelf apps ready to be installed in
the ERP with no development necessary (think of them as mini add-ons).

10
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Major challenges and
how to deal with them
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Some of the major skepticism about cloud ERP relates to data security,
reliability of cloud technology, and legal (or compliance) issues. These are all
viable concerns that any serious company should consider when it comes to
the technology it plans to use. However, there's been much development in
this sphere and some of these are no longer potential issues.

Data security

Data security is a major pain point for many companies, especially those
handling sensitive information. The big players on the cloud market have long
worked towards gaining their customers’ trust and developing the available
technology further in order to meet the ever-increasing need for security.

Any trustworthy cloud ERP provider conducts continuous penetration tests
and implements multiple precaution measures in their aim to protect the
customers’ data. For example, to better protect companies’ information,
Microsoft analyzes data from more than 300 billion user authentications
per month, 1 billion Windows devices, and 200 billion emails (for spam
and malware).

Microsoft invest over
$ 1 billion each year on security

providing end-to-end protection with insights into global cyberthreats.’
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Major challenges and

how to.deal with them

Compliance

Trustworthy cloud ERP providers have many mechanisms in place to ensure
compliance — through automated workflows, audit trails, user-based
security and more. They have already laid the groundwork that would allow a
company to meet regulations like HIPAA, GDPR and other industry or
government regulations. Moreover, they provide companies with the tools to
assign, track and record compliance and assessment activities.

For example, Microsoft has designed their cloud platform in compliance with
industry standards to lift part of the company’s compliance burden. An
estimated 92% of IT decision makers at companies that store data primarily in
the cloud were confident in their GDPR readiness, compared with just 65% of
those who store data on-premises.®

Reliability

Present-day cloud technology is very reliable — for example, Microsoft Azure
comes with guaranteed 99.995% uptime.’ Additionally, not having one
physical location to store your data can be especially helpful in case of any
unforeseen circumstance that may lead to disaster recovery. Unlike on-premise
server locations that provide little protection during such events, having your
company information stored in multiple locations means even if something
goes wrong in one of them, the others will have kept your data safe.

Choosing a cloud ERP solution means that your organization trusts someone

else to take care of many aspects of your business. Therefore, the most
important thing to look for is an established, dependable vendor that you trust.

12



Make a fully informed Read more about
decision about the Dynamics 365 ERP
direction of your company in the Cloud

Learn more



https://www.isystems-group.com/contacts/
https://www.isystems-group.com/contacts/
https://www.isystems-group.com/solutions/microsoft-dynamics-365-business-central/
https://www.isystems-group.com/solutions/microsoft-dynamics-365-business-central/
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Employing more than 200 people and reporting 17 years of continuous growth,
Intelligent Systems is an international consultancy company that delivers
business software projects to local and multi-country organizations. A leading
Microsoft Dynamics partner in Europe, the company has been part of the Inner
Circle Partner Program — the highest recognition given to only 60 out of more

than 10 000 Microsoft Dynamics Partners worldwide.

Intelligent Systems has carried out more than 495 implementation projects in
over 55 countries for organizations running businesses in the areas of retail,

wholesale, manufacturing, automotive, transportation and logistics, and more.
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